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1. Introduction

In addition to ID cards SecurlD, Poslovni Bank@Net provides for identification of users with
qualified digital certificates which are issued by the authorized certificate agencies in Slovenia
(PostarCA, SigenCA, HalcomCA).

ATTENTION:

In case of qualified HalcomCA digital certificates, two options appear on the screen. However,
only one of those is correct. The suitability of the certificate shall be checked as described in
section 2.1 of the instructions.

1.1 Qualified digital certificate details review

Highlight the selected certificate and click Details (Podrobnosti) (bottom left corner). A
new window containing the digital characteristics properties will open.

SploZno  Podrobnosti |CertiFikﬂcijskﬂ |:u:|I:|

Pokazi:

| Palje | Yrednosk | :I
Mesta za distribucijo sezna...  [1]Mesto za distribucijo sezna...
Identifikatur kljuta urada ID KjuZa=71 7bga 06 1f 31 0...
Identifikatu:ur kljuta nosilca b4 cof4bfe03zob a7 4125,
Osnwne ormejitve Wrsba nosilca=konec entikete, ..
1.2.840.113533.?.65.0 300a1b04 56 37 2 31 03 02, .,
Llpcural:ua kljuca Digitalni podpis, Sifriranie kius...
.ﬁ.lgn:nritem Za razpoznavni odtis  shal
Razpu:uznavni odtis 3B 1aB4 2631 FOF27285fFa.., -

Urejanje lastnosti ... Kopiraj « datokteko ... |

Digital certificate registration instructions 3



zZ7

. Nova KBM

ATTENTION:

The “Details” tab contains the “Key usage” field which is followed by the “Digital signature”
value.

If “Key usage” is followed by the “Non-repudiation” value, the digital certificate cannot be used
for signing and shall not be registered!

Before proceeding with the registration, the digital certificate has to be to installed on the
personal computer used for the registration.

The digital certificate can only be used in the Poslovni Bank@Net once it has been registered
via:

https://bankanet.nkbm.si/prijava/poslovni

www.nkbm.si 2 Poslovni, »Login into Poslovni Bank@Net« = Login into application 2>
Poslovni Bank@Net = Login = Digital certificate login = Digital certificate registration.

After selecting the above addresses, Poslovni Bank@Net login box pops-up:

Language can be selected on the PBN login page.

Image: Poslovni Bank@Net login box
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POMEMENQ YARNOSTNO OBVESTILO!SE 01
Spostovani, zaradi nedawnih poskusov zlorah bodite pred vstopom v spletno hanko pozorni na pravilni spletni nkbm.sipri Vet informaci najdete na spletni strani hanke.
Hvala za razumevanje!

Poslovni
Bank@Net A
al avadiln A @ =2 \ L =

The main window is translated to English once the language has been selected.
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IMPORTANT SECURITY NOTICE! S [ 1
Due to recent malicious attermpts to obtain customer’s security credential for log-in in a form of fraudulent electronic messages sent via e-mail, we urge you to pay attention to the correct web address hefore entering the site: nkhm,

Thank you for your understanding!

Poslovni
Bank@Net A
Safe ructions ( 4@ Gfgﬂv k\;‘i%m

\We use cookies to give you 2 smooth and pleasant user experience on our website. Detalled information

Continue the registration by selecting »digital certificate«. The login box for registration with
the digital certificate will pop-up.

After clicking »Instructions certificate«, the digital certificate registration instructions will
appear:

=
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Certificate login instructions for online bank

In arder to successiully login to online bankwith a digital certficate you first need ta register your certificate. Instructions for registering digital ceriificates are described inthe second section ik}

Afler successiul certificate registration you need o install the appropriate componentwiteh works with digital certifcates (SETCCE praxsion)

Before using component SETCCE proXSign 2.0 check

o Check if you have, an your computer, installed yours
personal digital certificate

Installing component SETCCE proXSign 2.0 for users of newer browsers — Chrome, Firefox and MS Edge

# Instructions for installing component SETCCE proXSign

® Addition information in case of problems with the
installation and operation of component

For environments that have MAC and Linux, new SETCCE is

are not supported.

Login page
® Business Bank@net - login with digital certificate

Instructions for registering digital certificate

sing digital certificate 1o lagin inta online hank you need to register your digital certificate. This van ke done on the page for digital certificate registration (Ink). To successully register your digital certifcate you need to ingtall SETCCE proXSign compaonent, which warks with
digital certificates flink)

Instructions
 Digital cetificate registration
® Instructions for digital certificate registration

® Instructions for instalation of component that works
with digital certiicates (SETCCE praXSign)

ATTENTION:

The proXsign component shall be installed if the on-screen message indicates that the
component has not yet been installed. Instructions for installing the proXsign component are
located on the left side of the login box - "Instructions - certificate “.
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2. New digital certificate registration
The registration process steps.

Step 1.

»Digital certificate registration« shall be selected on the Poslovni Bank@Net login page. A
new login box for the digital certificate registration pops-up.

Image: Digital certificate registration

English v
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IMPORTANT SECURITY NOTICE! 2 [
ue to percefved malicious attempts to obtain security elements for log-in in a form of fraudulent electronic messages sent via e-mail, we urge you to pay attention to the correct weh address hefore entering the site: https:/hankanhet.nkbm.sirijavahosiowni.
Thank you for your understanding!

Poslovni
Bank@Net -
ans { 1@ T \&\“’;’Sﬁ

YUe use cODKIEE 10 give YoU @ SMonth nd pIEASANE USEr experience on our website. Detailed information

After clicking »Register digital certificate«, a new “digital certificate registration” window
opens.
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Image: Digital certificate registration

English w

Certificate registration data Password quality
Wihen setting a new password, strength gauge
Account El5604 will help you with the quality of the password.
Gauge will also advise you on how to make your
Cerificate m passward more secure. The passward most be

atleast 8 characters long. We recommended
that vou consider the following guidelines when

Firstiogin password sefting your personal passward:

Re-enter the password for the first login ® The password should contain
upper and lowercase [stters
Tax number ) ) Ta i nUrnber of individuals - the owher ofthe certificats * The password should contain
enter, ifthe persaon is a resident of Slovenia digits
o ® The password should contain
Client identification Client identification - the owner of the certificate §p|?0i3| characters ("", ",

*enter, ifthe person is not a resident of Slovenia

o Characters should nat be
Firstname

repeated
Lsstname e ro e o
password
Address
Posteode
City/Place
Country SLOVEMIJA -
Phone number
E-rnail
Refresh
Enter the secutity code
Step 2: required data for the digital certificate registration
Required fields.

o Account: value SI5604 has been pre-set in this field ........ the 13-digit account
number, which will use the digital certificate as a security element, shall be
entered

o Digital certificate: select digital certificate

o Enter the first password for the use of the Digital certificate

o Re-enter password

o Tax number: the owner’s (natural person) tax ID number

o Client Identification: the owner's (natural person) Client Identifications ID
number

o First name:

° Last name:

o Address:

o Postal code:

o City/Place:

o Country: default setting »Slovenia«

o Telephone: (including the area code., i.e.: 02)

o E-mail: valid email address
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ATTENTION:

Data entry in the field "Tax code" for resident - natural person or in the field "ldentifier
customer" for non-resident - natural person is required.

The Tax ID number of a natural person, which is the owner of the digital certificate, shall be
entered in the "Tax number" field. If a tax number of a company is entered, the bank will
reject the certificate.

In the field "Client identification" is disguised banking client identification number.

One of the fields "Tax ID number" or "The Client identifications" is mandatory.

Step 3: Entering the first password

When entering the first password to login with the digital certificate, a window, showing the
quality of the entered password, will appear on the right hand side.

Image: Password quality

English ~
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Certificate registration data Password quality
When setting a new password, strenath gauge
Account S156045150000512086 will help you with the guality of the password.
Gauge will also advise you on how to make your
Certifcate boch 08 c2fl cd 773 ofB5cad 2 Secddc2bbb 0777 | (RN passwar more secure. The password must be

at least & characters long. Wve recommended
thatyou consider the following guidelines when

Firstlogin passwaord .l......l‘ N "
setting your personal passward:
Re-enter the password for the first login * The password should contain
upper and lowercase letters
Tax num_ber : : Ta id number of individuals - the awner ofthe cerificate * The passward should contain
*anter, ifthe person is a resident of Slovenia digits
Client identificat ® The password should contain
Clientidentfieation © . Client identification - the owner of the certificate special characters (1", "),
enter, ifthe person is not a resident of Slovenia e
. « Characters should not be

Firstname repeated

* A new password should be
Lastname different from the old

password
Address
Fosteode S
City/Place For a more secure password, add special
characters (eg. "I, ", ..)
Country SLOVENIJA -
Fhane nurmber
E-mail
Refresh

Enter the security code
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Step 4: Entering security code
The indicated security code shall be entered into the »Enter security code« field.

Image: Security code

Refresh

Enter the security code

Step 5: Digital certificate registration confirmation

By clicking »Confirm« the digital certificate registration is concluded. A warning message
appears.

Image: Warning message

Certificate registration

Certificate login was succesiull.

Certificate details login will bhe shown on the next
page.

Drata, on the next page, must he printed, signed
and brought to the bank.
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Step 6: Printing a confirmation message
After clicking »OK« a new widow containing data regarding the new digital certificate

registration opens. By clicking »Print«, a certificate which has to be signed, stamped and send
to the bank, will be printed.

Image: Window with information about the new digital certificate

Enalish A

Certificate registration data

Account
Account: S1960451560002700018

Authorized person

Tax number:

First name: ABRIELE

Last name: SCHOFL

Phone nurmber: 041111111

E-rmail: testtest@@nkbm.si

Order data

Description: Prijava digitalnega potrdila

Order id: 1b0ab9a8-439b-4chfBef150c07e260cd
Usger: MEBM{MEBMID_WEB)

Timestamp: 17.2.2017 1434

Certificate information

Issuer: POSTANCA

Certificate fingerprint: OIDBEDZFOF9ACEAEZCTFEAD4STSEDBZBEF14ECEET

Certificate serial number: 1406720625

\ Signature and company stamp:

FPRINT EXIT

Digital certificate registration into the Poslovni Bank@Net is thus successfully completed and
has been referred to the bank. The bank approves or rejects the registered digital certificate
and sends a notice to the user.
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